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TITLE OF THE INVENTION 

Storing apparatus and password control method 



BACKGROUND OF THE INVENTION 
5 The present invention relates to a storing 

apparatus such as hard disk drive, optical disk drive, 
or the like which is connected to information 
processing equipment such as computer, word processor, 
electronic book, or the like and to a password control 

10 method. More particularly, the invention relates to a 
storing apparatus for protecting an access of 
information recorded on a medium by a password and 
relates to its password control method. 

Hitherto, in a storing apparatus such as hard disk 

15 drive, optical disk drive, or the like, data recorded 

on a medium is protected by using a password. That is, 
an identification confirmation is performed by a 
password so that only a specific person is authorized 
to read and write data from/to the medium of the 

20 storing apparatus and the other persons are not allowed 
to access to the data. For example, a password is 
preliminarily written and stored in a storing apparatus 
or a storage medium. When the user inputs his password 
at the time of using the storing apparatus and the 

25 password inputted by the user and the password stored 

on the apparatus side coincide with each other, a write 
command or a read command to the storing medium is 
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accepted. When the passwords do not coincide, the 
write or read command is not accepted and an error is 
returned. A system of authorizing a person by the 
password as mentioned above is not limited to the 
5 access protection of the storing apparatus but is used 
in many cases such as a use of a terminal apparatus in 
a data communication system and the like. The 
protection system using the password is widely used 
since a predetermined effect can be expected although 

10 it is a technique which can be easily employed. 

Since the access protection using the password as 
mentioned above is widely used, however, an individual 
user has a number of passwords and it is often 
difficult to remember all of the passwords. When the 

15 user forgets the password which is used by himself, 

there is a problem such that even the authorized user 
cannot access. There is, accordingly, a way of use 
such that the user records the password in a notebook 
or the like and confirms the password in the notebook 

20 each time the apparatus is used. This results in a 

problem such that the password is known by stealingly 
seeing the notebook of the user. In the access 
protection using the password, since it is presumed 
that the user is urged to input the password every 

25 access, a third party such as a colleague of the user's 
place of work has many chances to see the password. 
Those problems are problems accompanied by the 
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operation which always requires an input of a password 
when the apparatus is used. A technique which can 
further reduce the frequency of inputting the password 
by the user while performing the access protection by 
5 the password is demanded. As a method of solving the 
problem, a method of stopping the access protection by 
the password by eliminating the password at an 
arbitrary use time point and newly setting a password 
when the access protection is necessary can be 

10 considered. That is, it is a method of setting a 
password only for a period of time in which the 
protection is necessary and receiving the access 
protection. The method has, however, the following 
problems. First, when a password is set again, the 

15 user often sets a password different from the previous 
password, so that a password management becomes 
complicated. That is, the user is likely to forget the 
newest password. Second, there is a danger that a 
third party steals a glance at a scene when the user 

20 resets the password, 

SUMMARY OF THE INVENTION 

According to the invention, there are provided a 
storing apparatus and its password control method in 
25 which an access is permitted without needing an input 
of a password by the user depending on a use scene 
without losing a function of an access protection by a 



password. 

According to the invention, a storing apparatus 
for protecting an access of information recorded on a 
medium by a password has a password preserving unit and 
5 a password verifying unit. The password preserving 

unit preserves a default input password and a password 
for access protection. When there is no password input 
from the user, the password verifying unit substitutes 
the default input password for the user input password 

10 and compares and collates the default input password 
with the password for access protection, thereby 
controlling the access protection. When there is a 
password input by the user, the user input password and 
the password for access protection are compared and 

15 collated, thereby controlling the access protection. 

Especially, when the password preserving unit preserves 
the same value as a default input password and a 
password for access protection, even if there is no 
password input by the user, the password verifying unit 

20 substitutes the default input password for the user 

input password and collates the default input password 
with the password for access protection, thereby 
permitting the access. According to the invention as 
mentioned above, when the default input password is 

25 stored on the storing apparatus side and there is no 

password input from the user, the password verification 
is performed by regarding the default input password as 



a user input password. Consequently, by setting the 
default input password and the password for access 
protection to the same value, even when the user does 
not input the password, the access is permitted and an 
5 access by an ordinary command can be performed and the 
password input by the user can be omitted. 

The password preserving unit further has a user 
input password area for storing the user input 
password. At the start of the use of the apparatus 

10 such as turn-on of a power source, command reset, error 
reset, medium insertion, or the like, the password 
verifying unit reads out the default input password and 
writes it into the user input password area. 
Subsequently, the password verifying unit establishes 

15 access permission or access inhibition on the basis of 
a collation coincidence between the default input 
password in the user input password area and the 
password for access protection. After establishing the 
access permission, each time the password is inputted 

20 by the user, the user input password is written in the 
user input password area and the access permission or 
the access inhibition is established on the basis of a 
collation coincidence with the password for access 
protection. 

25 In case of using a form in which the user 

certainly needs to perform the input operation of the 
password, at the start of the use of the apparatus, the 
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password verifying unit waits for the input of the 
password by the user in a state such that the default 
input password has been read out and written into the 
user input password area. When there is the password 
5 input by the user, after the default input password in 
the user input password area was overwritten by the 
user input password, the password verifying unit 
collation compares it with the password for access 
protection, thereby controlling the access protection. 
10 When the default input password and the password for 
access protection are different, information is 
naturally protected from access as long as the user 
does not input the authorized password for access 
protection. 

15 The password preserving unit preserves the default 

input password and the password for access protection 
into the medium. In this instance, at the start of the 
use of the apparatus, the password verifying unit reads 
out the default input password and the password for 

20 access protection from the medium, stores them into a 
work memory of the unit in the apparatus, and controls 
the access protection. The password preserving unit 
can also preserve the default input password and the 
password for access protection into a non-volatile 

25 memory of the apparatus main body. Further, the 

password preserving unit can also preserve the default 
input password into the non-volatile memory of the 
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apparatus main body and preserve the password for 
access protection into the medium. In this case, at 
the start of the use of the apparatus, the password 
verifying unit reads out the password for access 
5 protection from the medium, stores them into the work 
memory of the apparatus main body, and controls the 
access protection. Further, the password preserving 
unit preserves the password for access protection into 
the non-volatile memory of the apparatus main body and 

10 preserves the default input password into the medium. 

In this case, at the start of the use of the apparatus, 
the password verifying unit reads out the default input 
password from the medium, stores it into the apparatus 
main body, and controls the access protection. 

15 The medium has a password preserving area for 

preserving the password into a special area which 
cannot be accessed by the user by ordinary read command 
and write command, thereby preventing that the password 
is read out by the ordinary read command or is 

20 rewritten by the write command. Further, there is 

provided a password rewriting unit for rewriting the 
default input password or the password for access 
protection on the basis of a dedicated command from a 
host system serving as an upper apparatus . As a 

25 medium, a medium fixedly enclosed in the apparatus main 
body or a removal medium which is detachable for the 
apparatus main body can be also used. 
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The password preserving unit preserves a plurality 
of kinds of passwords for access protection according 
to the kinds of access protection. The password 
verifying unit permits the access by an ordinary 
5 command corresponding to the kind of password for 

access protection in which the collation coincidence is 
obtained. For example, the password preserving unit 
preserves a write/read password for permitting the 
access by the read and write commands and a read only 

10 password for permitting only the access by the read 
command as passwords for access protection. The 
password verifying unit permits the access by the 
ordinary write or read command when the collation 
coincidence of the write/read password is obtained and 

15 permits the access only by the ordinary read command 
when the collation coincidence of the read only 
password is obtained. 

Further, a validity term setting unit for setting 
a validity term in the default input password is 

20 provided. A state where the password input can be 

omitted is limitedly continued only for a predetermined 
period of time, thereby preventing that an unprotected 
state continues for an inadvertent long period. On the 
contrary, a method of setting the apparatus into the 

25 state where the password can be omitted after the 

elapse of a predetermined period of time can be also 
used. That is, by equalizing the default password to 
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the password for access protection after a 
predetermined period, the apparatus can be set into a 
state in which the access can be performed after the 
predetermined period even if a password is not 
5 inputted. The validity term setting unit counts the 
number of times of using the apparatus by a counter. 
When a count value of the counter reaches a 
predetermined value, the default input password is 
forcedly changed to a different value, thereby 

10 disenabling the apparatus to be used. The validity 

term setting unit sets a time of a validity term. If 
the present time when the apparatus is used exceeds the 
validity term, the default input password is forcedly 
changed to a different value, thereby disenabling the 

15 apparatus to be used. 

According to the invention, there is provided a 
password control method for protecting an access of 
information recorded on a medium by a password, 
comprising: 

20 a password preserving step of preserving a default 

input password, a password for access protection, and a 
user input password; and 

a password verifying step of controlling an access 
protection by substituting the default input password 

25 for the user input password and comparison collating 

the default input password and the password for access 
protection when there is no password input from the 
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user and of controlling an access protection by 
comparison collating the user input password and the 
password for access protection when there is a password 
input by the user. 
5 When the same value is preserved as a default 

input password and a password for access protection, 
even if there is no password input by the user, in the 
password verifying step, the default input password is 
substituted for the user input password and the default 

10 input password is collated to the password for access 
protection, thereby permitting the access. The 
password preserving step is characterized by preserving 
a plurality of kinds of passwords for access protection 
according to the kind of access protection. The 

15 password verifying step is characterized by permitting 
the access by an ordinary command corresponding to the 
kind of password for access protection in which the 
collation coincidence is obtained. Further, a validity 
term setting step of setting a validity term into the 

20 default input password is provided. The detailed 
construction other than the above construction is 
substantially the same as the apparatus construction. 

The above and other objects, features, and 
advantages of the present invention will become more 

25 apparent from the following detailed description with 
reference to the drawings . 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram of a hard disk drive to 
which the invention is applied; 

Fig. 2 is a functional block diagram of an 
5 embodiment of the invention in which a password has 
been preserved in a drive main body; 

Fig. 3 is an explanatory diagram for an access 
protecting process for capturing an access permission 
by a default input password in the case where there is 
10 no password input by the user; 

Fig. 4 is an explanatory diagram for a command 
rewriting process of the default input password and a 
password for access control; 

Fig. 5 is an explanatory diagram of an access kind 
15 in the invention; 

Fig. 6 is an explanatory diagram of a preserving 
mode of passwords in the invention; 

Fig. 7 is a functional block diagram of an 
embodiment of the invention in which a password has 
20 been preserved in only a medium; 

Fig. 8 is an explanatory diagram of a password 
preserving area in the medium in Fig. 7; 

Fig. 9 is a functional block diagram of an 
embodiment of the invention in which a password has 
25 been separately preserved in the drive main body and 
the medium; 

Fig. 10 is a functional block diagram of another 



embodiment of the invention in which a password has 
been separately preserved in the drive main body and 
the medium; 

Fig. 11 is a flowchart for an access protecting 
process in the case where there is no password input by 
the user; 

Fig. 12 is a flowchart for an access protecting 
process in the case where the user inputs a password; 

Fig. 13 is a flowchart for an access protecting 
process in which the user certainly needs the password 
inputting operation; 

Figs. 14A and 14B are block diagrams of an optical 
disk drive to which the invention is applied; 

Fig. 15 is an explanatory diagram of an internal 
structure of an apparatus in which an MO cartridge has 
been loaded; 

Fig. 16 is a functional block diagram of an 
embodiment of the invention in which a password has 
been preserved in only a removable medium; 

Fig. 17 is an explanatory diagram for an access 
protecting process for capturing an access permission 
by a default input password without inputting a 
password to an MO drive by the user; 

Fig. 18 is an explanatory diagram of a password 
rewriting process to inhibit an access by a default 
input password; 

Fig. 19 is a functional block diagram of an 
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embodiment of the invention in which a password has 
been preserved in an MO drive main body; 

Fig. 20 is a functional block diagram of an 
embodiment of the invention in which a password has 
5 been separately preserved in the MO drive main body and 
a removable medium; 

Fig. 21 is a functional block diagram of another 
embodiment of the invention in which a password has 
been separately preserved in the MO drive main body and 
10 the removable medium; 

Fig. 22 is a flowchart for an access protecting 
process in the case where there is no password input by 
the user in the MO drive; 

Fig. 23 is a flowchart for a validity term 
15 managing process in Fig. 21 for counting the number of 
using times by a counter and managing a term of a 
default input password; and 

Fig. 24 is a flowchart for the validity term 
managing process in Fig. 21 for setting and managing a 
20 time serving as a term of the default input password. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
[Storing apparatus of fixed medium] 
Fig. 1 is a block diagram of a hard disk drive 
25 (HDD) to which a password protection using a default 
input password of the invention is applied. In the 
hard disk drive, a magnetic disk medium is fixedly 
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built in a drive main body. The hard disk drive is 
constructed by an enclosure 10 and a control board 12. 
The enclosure 10 has a head IC circuit 14 and four head 
assemblies 16-1 to 16-4 are connected thereto in the 
5 embodiment. Each of the head assemblies 16-1 to 16-4 
has a recording head using an inductive head and a 
reproducing head using an MR head or the like. The 
enclosure 10 also has a VCM 18 for driving a head 
actuator and a spindle motor 20 for rotating a disk 

10 medium. For the head IC circuit 14 in the enclosure 
10, a write channel circuit 28 and a read channel 
circuit 26 are provided on the control board 12 side. 
A hard disk controller 24 is provided for the write 
channel circuit 28 and the read channel circuit 26. A 

15 formatter, an ECC circuit, and the like are built in 

the hard disk controller 24. The hard disk controller 
24 is connected to an interface circuit 36. The supply 
of write data from a host serving as an upper apparatus 
and the transfer of read data to the host are executed 

20 by a data transmission from/to the host side. As an 
interface circuit 36, a proper interface such as SCSI 
interface, ATA interface, ATAPI interface, SCSI, or the 
like can be used. In the embodiment, a constant 
density recording system (ZCDR) by a zone division is 

25 used as a recording system of a disk medium. Cylinders 
of the disk medium are divided into zones every 
predetermined number of cylinders and different 



frequencies have been preset for respective zones. For 
this purpose, a. PLL circuit 30 functioning as a 
frequency synthesizer is provided. By setting a 
corresponding zone frequency from a cylinder address 
5 upon reading or writing operation, clocks are supplied 
to the write channel circuit 28 and read channel 
circuit 26. The whole control of the hard disk drive 
is performed by an MCU (main control unit) 22. The 
hard disk controller 24 and interface circuit 36 are 

10 connected to the MCU 22 via a bus and, further, an RAM 
38 functioning as a work memory and a flash ROM 40 
functioning as a non-volatile memory are connected. 
The MCU 22 receives and decodes various commands from 
the host, instructs the hard disk drive to perform an 

15 ordinary reading or writing operation by an ordinary 

command, and instructs a servo controller 34 to execute 
a head positioning control by the VCM 18 provided for 
the enclosure 10 . In order to execute the head 
positioning control by the driving of the VCM 18, a 

20 servo demodulating circuit 32 and the servo controller 
34 are provided. In the embodiment, as servo 
information of the disk medium, a data surface servo 
system is used. Therefore, servo information is 
separated from a reproduction signal for the read 

25 channel circuit 26 and head position information is 
reconstructed by the servo demodulating circuit 32. 

Fig. 2 is a functional block diagram for access 
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protection according to the invention using a password 
which is realized by a program control of the MCU 22 
provided for the control board 12 in Fig. 1. As an 
external storing apparatus for a host system 42 serving 
5 as an upper apparatus, a hard disk drive 44 is 

connected. The non-volatile memory 40 in the hard disk 
drive 44 has a password preserving area 45 in the 
embodiment. In the password preserving area 45, a 
default input password (DPW) 60, a write/read password 

10 (PAO) 62, and a read only password (PAl) 64 are 

preserved. The work memory 38 using an RAM has a user 
input password storing area 65 for storing a user input 
password (UPW) 66. The write/read password 62 and read 
only password 64 stored in the non-volatile memory 40 

15 are passwords for access protection for permitting an 
access determined by each password when a password 
collation coincidence is obtained as a result of the 
collation with the user input password 66 inputted by 
the user from the upper apparatus. That is, when the 

20 collation coincidence with the user input password 66 

is obtained, the write/read password 62 permits a write 
access by an ordinary write command or a read access by 
an ordinary read command to a disk medium 52. On the 
contrary, when the collation coincidence with the user 

25 input password 66 is obtained, the read only password 
64 permits only the read access to the disk medium 52 
by the ordinary read command. That is, the write/read 
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password 62 and read only password 64 have a password 
function for determining the kind of access 
simultaneously with the access protection. Although 
the access protection using the write/read password 62 
5 and read only password 64 for access protection is the 
same as the conventional access protection using a 
password, in addition, the default input password 60 is 
newly preserved in the invention. 

The default input password 60 is a password for 

10 permitting an access to the disk medium 52 in the hard 
disk drive 44 even if the user input password 66 is not 
received from the host system 42 serving as an upper 
apparatus. Specifically, when there is no password 
input from the host system 42 serving as an upper 

15 apparatus by the user at the start of the use of the 
hard disk drive 44, the default input password 60 
preserved in the non-volatile memory 40 is regarded as 
a user input password 66 and is collation compared with 
the write/read password 62 and read only password 64 

20 serving as passwords for access protection. By the 
collation comparison, for example, when the default 
input password 60 coincides with the write/read 
password 62, the write access and read access by the 
ordinary commands are permitted as access kinds which 

25 are designated by the write/read password 62. In order 
to perform the access protection using the default 
input password 60, the hard disk drive 44 has a command 
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processing unit 46, a password verifying unit 48, and 
an access executing unit 50. The command processing 
unit 46 receives and decodes a command from the host 
system 42 serving as an upper apparatus and executes a 
5 necessary process- For example, at the start of the 

use of the apparatus, when the user inputs a password, 
the password inputted by the user is sent to the hard 
disk drive 44 by a password transfer command. The 
password transferring command is decoded by the command 

10 processing unit 46 and the user input password 66 

acquired as a command parameter is written into the 
user input password storing area 65 in the work memory 
38. The command processing unit 46 also has a password 
rewriting unit 54. The default input password 60, 

15 write/read password 62, and read only password 64 

stored in the non-volatile memory 40 can be rewritten 
and changed by a password rewriting dedicated command 
which is supported by an interface for the host system 
42 serving as an upper apparatus. As a password 

20 rewriting command, for example, in case of the SCSI 

interface, a format command, a vendor unique command, 
or the like can be used. The password verifying unit 
48 has a password collating unit 56 and an accessing 
mode setting unit 58. At the start of the use of the 

25 hard disk drive 44, the password collating unit 56 

first reads out the default input password 60 from the 
non-volatile memory 40 and writes it into the user 
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input password storing area 65 in the work memory 38. 
Consequently, at the start of the use of the apparatus, 
a value of the default input password 60 is first set 
as a user input password 66. As processes after the 
5 default input password 60 was written as a user input 
password 66 into the user input password storing area 
65 in the work memory 38, there are the following two 
processes . 

I. a process for executing a password collation 

10 without waiting for a password input by the user 

II. a process for waiting for an executing operation 
for the password input by the user and 
executing a password collation 

In the process which does not wait for the 
15 password input by the user, when the writing of the 

default input password 60 into the user input password 
storing area 65 in the work memory 38 is finished, the 
user input password 66 is read from the work memory 38, 
the write/read password 62 is read out from the non- 
20 volatile memory 40, and the passwords 66 and 62 are 
collated with each other. When the collation 
coincidence is obtained by the password collation, an 
accessing mode which is determined by the write/read 
password 62 is set by the accessing mode setting unit 
25 58 and a permitting state of the write access by the 

ordinary write command and the read access by the read 
command from the host system 42 serving as an upper 
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apparatus is established for the access executing unit 
50. On the other hand, in the process which waits for 
the password input operation by the user from the host 
system 42 serving as an upper apparatus, after the 
5 default input password 60 was written into the user 

input password storing area 65 in the work memory 38 by 
the password collating unit 56, the apparatus waits for 
the reception of the password transfer command from the 
host system 42 serving as an upper apparatus. When the 

10 password transfer command is received by the command 

processing unit 46, the password received as a command 
parameter is overwritten into the user input password 
storing area 65 in the work memory 38. The user input 
password 66 after overwriting and the write/read 

15 password 62 in the non-volatile memory 40 are read out 
and collated by the password collating unit 56. When 
the collation coincidence is obtained, the 
writing/reading mode is set as an accessing mode by the 
accessing mode setting unit 58. In this case, in the 

20 invention, with respect to the case where the user does 
not input a character train of the password and 
executes the password input in the host system 42 
serving as an upper apparatus while an input column of 
the password is left vacant, even if the character 

25 train of the user input password is not substantially 
received, the access permitting state based on the 
default input password 60 is established. That is, 
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even if the command processing unit 46 receives the 
password transfer command from the upper apparatus, 
when the character train of the password as a command 
parameter is a space character train, the password 
collating unit 56 reads out the user input password 66 
which has already been rewritten to the default input 
password 60 and collates it with the write/read 
password 62 in the non-volatile memory 40. When the 
collation coincidence is obtained, the writing/reading 
mode is set as an accessing mode by the accessing mode 
setting unit 58. As the contents of an apparatus use 
start timing when the password verifying unit 48 in the 
hard disk drive 44 executes the access protection based 
on the default input password 60 in the non-volatile 
memory 40, there are the following timings. 

I . when the power source of the hard disk drive 
44 is turned on, 

II. when a command is reset by an interface with 
the host system 42 serving as an upper 
apparatus, 

III. when the hard disk drive 44 enters a serious 
error state and is recovered by an internal 
reset, 

and the like. 

Fig. 3 shows a processing operation of the access 
protection which does not require the password input of 
the user in Fig. 2. The default input password 60, 
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write/read password 62, and read only password 64 
preserved in the non-volatile memory 40 in Fig. 2 have 
been initialized to a predetermined specific value, for 
example, all "0" when the hard disk drive 44 is 
5 initialized in a low level format. The hard disk drive 
44 in Fig. 3 has the default input password 60 and 
write/read password 62 which are in the initializing 
state and each password is equal to "OOOOOOOOh" in 
hexadecimal. The read only password 64 in Fig. 2 which 

10 is not shown in Fig. 3 is also equal to "OOOOOOOOh". 

When it is assumed that the power source of the hard 
disk drive 44 is turned on in such a state where the 
default input password 62 and write/read password 62 
are preserved by the same value by the initialization, 

15 on the hard disk drive 44 side, the password verifying 
unit 48 in Fig. 2 first reads out the default input 
password 60 and executes a writing process 70 for 
writing the default input password 60 as a user input 
password 66 into the user input password storing area 

20 65 in the vacant state. Subsequently, the user input 
password 66 in which the value of the default input 
password 60 has been written and the write/read 
password 62 are read out and a collation comparing 
process 72 is executed. In this case, the user input 

25 password 66 has the same value as that of the 

write/read password 62 by the writing process 70 using 
the default input password 60. When the collation 
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coincidence is obtained, an access permission 74 which 
provides the writing/reading mode is performed. The 
case where the value of each of the default input 
password 60 and write/read password 62 is equal to 
5 "OOOOOOOOh" by the initialization has been described 
here as an example. After the hard disk drive 44 
established the access permission and the write and/or 
read access was permitted, the values of the default 
input password 60, write/read password 62, and further, 

10 read only password 64 can be rewritten to other values 
by a password rewriting command from the upper 
interface. Further, the value of the read only 
password 64 can be rewritten to another value. The 
rewriting of the passwords is executed by the password 

15 rewriting unit 54 in the command processing unit 46 in 
Fig. 2. 

Fig. 4 shows a password rewriting process by the 
password rewriting unit 54 in Fig. 2. A rewriting 
command of the write/read password (access protection 

20 password) 62 is first issued from the host system 42 
side serving as an upper apparatus. The rewriting 
command of the write/read password 62 is, for example, 
[Change Password "0F1E2D3C"]. By the rewriting 
command, the value "OOOOOOOOh" of the write/read 

25 password 62 in Fig. 3 is rewritten to "0FlE2D3Ch" by a 
rewriting process 76 in Fig. 4. When the write/read 
password 62 is rewritten as mentioned above, to 
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establish the access permission which does not need the 
password input by the user, the default input password 
60 is also rewritten to the same value as the 
write/read password 62. The rewriting command of the 
5 default input password 60 is, for example, [Change 

Default Psw "0F1E2D3C"] and the default input password 
60 is rewritten to the same value as the write/read 
password 62 by a rewriting process 78. The access 
protection password can be also rewritten in 
10 association with the default input password which has 
been set. 

After the default input password 60 and write/read 
password 62 as an access protection password were 
rewritten to the other values, when the use of the hard 

15 disk drive 44 is restarted, even if the user does not 
input the password by the host system 42 serving as an 
upper apparatus, the value of the default input 
password 60 is written as a user input password 66 by a 
writing process 80. When a collation comparing process 

20 82 between the user input password 66 in which the 
default input password 60 has been written and the 
write/read password 62 is executed next, since the 
passwords coincide with each other, an access 
permission 84 of the write/read access is established. 

25 It will be obviously understood that if the user wants 
to inhibit the access when a correct password is not 
inputted, it is sufficient to rewrite either one of the 
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default input password 60 and write/read password 62 
which have been set to all "0" due to the 
initialization in Fig. 3 to another value. When the 
default input password 60 and write/read password 62 
are different, dissidence is obtained by the collation 
coinciding process, so that the access permission 
cannot be obtained. The access permission can be 
established only by the password input by the user 
which coincides with the write/read password 62 . 

Fig. 5 shows an accessing mode and access contents 
of the hard disk drive 44 which are established by the 
accessing mode setting unit 58 provided for the 
password verifying unit 48 in Fig. 2. That is, the 
accessing mode comprises three modes of a 
writing/reading mode, a read only mode, and a security 
mode. In the writing/reading mode, the ordinary read 
command and write command are accepted. A change of 
the default input password, write/read password, and 
read only password is also permitted. In the read only 
mode, only the ordinary read command is accepted. In 
this case as well, a change of the default input 
password, write/read password, and read only password 
is permitted. Further, in the security mode, although 
the access by the ordinary read command and write 
command is perfectly inhibited, the read command or 
write command accompanied with the password input is 
accepted. It will be obviously understood that the 
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access for each command is permitted for the first time 
when the password collation coincidence is obtained. 
The embodiment of Fig. 2 relates to the case where the 
default input password 60, write/read password 62, and 
5 read only password 64 have been preserved in the non- 
volatile memory 40 of the hard disk drive 44. However, 
as another embodiment of the invention, all of the 
passwords can be stored in the magnetic disk medium 52 
or can be also separately preserved into the non- 
10 volatile memory 40 and magnetic disk medium 52 of the 
hard disk drive 44. 

Fig. 6 shows a preserving mode of the password in 
the hard disk drive 44 of the invention. A preserving 
mode 1 relates to the embodiment of Fig. 2 and both of 
15 the default input password and the password for access 
protection are stored on the hard disk drive 44 side. 
A preserving mode 2 relates to the case where all of 
the default input password and the password for access 
protection are stored in the magnetic disk medium 52. 
20 A preserving mode 3 relates to the case where the 

default input password is stored on the hard disk drive 
44 side and the password for access protection is 
stored on the magnetic disk medium 52 side. Further, a 
preserving mode 4 relates to the case where the default 
25 input password is preserved in the magnetic disk medium 
52 and the password for access protection is stored in 
the hard disk drive 44. The preserving modes 2, 3, and 
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4 will now be specifically explained with reference to 
Figs. 7, 9, and 10. 

Fig. 7 shows the preserving mode 2 in Fig. 6. The 
default input password 60, write/read password 62, and 
5 read only password 64 are preserved in a password 
storing area 68 of the magnetic disk medium 52. 
Therefore, at the start of the use of the hard disk 
drive 44, the password verifying unit 48 reads out the 
default input password 60, write/read password 62, and 

10 read only password 64 from the magnetic disk medium 52 
via the access executing unit and develops them into a 
password storing area 67 in the work memory 38. The 
user input password storing area 65 to store the user 
input password 66 is assured in the work memory 38. 

15 Fig. 8 shows a password preserving state of the 

magnetic disk medium 52 in Fig. 7. In the embodiment, 
since a logical block address LBA = 1 of the magnetic 
disk medium has been allocated to a disk managing area 
71 which cannot be accessed by the ordinary read 

20 command or write command, the password storing area 68 
is assured as a dedicated area in the disk managing 
area 71. The default input password 60, read only 
password 64, and write/read password 62 are preserved 
in the password storing area 68. 

25 Fig. 9 relates to the preserving mode 3 in Fig. 6. 

The default input password 60 is preserved in the 
password preserving area 45 assured in the non-volatile 
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memory 40 serving as a hard disk drive 44 side. On the 
other hand, the write/read password 62 for access 
protection and read only password 64 are preserved in 
the password storing area 68 of the magnetic disk 
medium 52. Therefore, the password storing area 67 is 
assured in the work memory 38. At the start of the use 
of the hard disk drive 44, the password verifying unit 
48 first reads out the write/read password 62 and read 
only password 64 from the password storing area 68 of 
the magnetic disk medium 52 through the access 
executing unit 50 and develops them into the work 
memory 38. Obviously, the user input password storing 
area 65 to store the user input password 66 is also 
assured in the work memory 38 . 

Fig. 10 relates to the preserving mode 4 in Fig. 
6. In the embodiment, the default input password 60 is 
preserved in the password storing area 68 of the 
magnetic disk medium 52. On the other hand, the 
write/read password 62 for access protection and read 
only password 64 are preserved in the password 
preserving area 45 provided in the non-volatile memory 
40 of the hard disk drive 44. The password storing 
area 67 is assured in the work memory 38. At the start 
of the use of the hard disk drive 44, the password 
verifying unit 48 first reads out the default input 
password 60 from the password storing area 68 of the 
magnetic disk medium 52 through the access executing 
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unit 50 and develops it into the work memory 38 as 
shown in the diagram. Processing functions of the 
command processing unit 46, password verifying unit 48, 
access executing unit 50, password rewriting unit 54, 
password collating unit 56, and accessing mode setting 
unit 58 provided in the hard disk drive 44 in each of 
the preserving modes 2, 3, and 4 in Figs. 7, 9, and 10 
are the same as those in the embodiment of the 
preserving mode 1 in Fig. 2. 

Fig. 11 is a flowchart for an access protecting 
process in which the password input by the user is 
unnecessary in the access protection of the invention 
for the hard disk drive 44 as a target. This process 
will now be described with respect to the embodiment of 
the preserving mode 1 in Fig. 2 as an example. When 
the use of the hard disk drive 44 is started in 
response to the turn-on of the power source of the hard 
disk drive 44, a reset command of the interface during 
the operation, further, an internal reset from a 
serious error, or the like, first in step SI, a setting 
process for reading out the default input password 60 
and writing into the user input password storing area 
65 is executed. In step S2, the user input password 66 
rewritten to the default input password 60 and the 
write/read password 62 are compared and collated. In 
this instance, as shown in Fig. 3, if the user input 
password 66 and write/read password 62 are set to the 
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same value, the collation coincidence is obtained in 
step S3. The writing/reading mode is established in 
step S6. In step S3, when the user input password 66 
rewritten by the default input password 60 does not 
coincide with the write/read password 62, the read only 
password 64 is compared and collated with the user 
input password 66 rewritten by the default input 
password 60 in step S4. As a result of the comparison 
collation, when the collation coincidence is obtained 
in step S5, the read only mode is set in this case in 
step S7. When the collation dissidence is obtained 
even in step S5, the processing routine advances to the 
security mode in step S8. The access by the ordinary 
read command or write command is perfectly inhibited 
and only the access in response to the password input 
by the user is accepted. 

Fig. 12 is a flowchart for an access protecting 
process in the case where the user inputs a password. 
The process in the case where the user inputs the 
password is executed so long as there is the password 
input by the user at any one of the proper timings 
corresponding to a state where the processing routine 
enters the security mode in step S8 in Fig. 11, the 
case where the user inputs the password at the time of 
the start of the use of the apparatus, and further, 
during the operation. First, when a password transfer 
command in association with the password input by the 



user is received, in step SI, the password inputted by 
the user is set as a user input password 66 into the 
user input password storing area 65 in the work memory 
38. In step S2, the user input password 66 and 
write/read password 62 are compared and collated. When 
the collation coincidence is obtained in step S3, the 
writing/reading mode is set in step S6. If they do not 
coincide, the user input password is compared and 
collated with the read only password in step S4. If 
the collation coincidence is obtained in step S5, the 
read only mode is set in step S7. When the collation 
dissidence is obtained even in step S5, the security 
mode is set in step S8 and the access by the ordinary 
command is completely inhibited. 

Fig. 13 is a flowchart for another embodiment of 
the access protection of the invention for the hard 
disk drive 44 as a target. In the flowchart, the 
password inputting operation by the user is certainly 
necessary. The processes in Fig. 13 will now be 
described as follows with regard to the embodiment of 
the preserving mode 1 in Fig. 2 as an example. When 
the use of the apparatus is started by the turn-on of 
the power source of the hard disk drive 44 or the like, 
first in step SI, the default input password 60 is read 
out and set as a user input password 66 into the user 
input password area 65. In step S2, the apparatus 
waits for the password input of the user. When the 
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password transfer command is received by the execution 
of the password inputting operation of the user, the 
presence or absence of the password input by the user 
is discriminated. The processing routine advances to 
step S3 and a check is made to see if the password 
inputted by the user is a vacant character train. If 
the character train has been normally stored in the 
password inputted by the user, step S4 follows and the 
password inputted by the user is overwritten into the 
user input password area 65. When the password 
inputted by the user is the vacant character train, the 
overwriting in step S4 is not performed. The value of 
the default input password 60 written in step SI is 
left as it is as a user input password 66. In step S5, 
the user input password 66 and write/read password 62 
are compared and collated. If the collation 
coincidence is obtained in step S6, the writing/reading 
mode is set in step S9. When the collation dissidence 
is obtained, the user input password 66 and read only 
password 62 are compared and collated in step S7 . When 
the collation coincidence is obtained in step S8, the 
read only mode is set in step S10. When the collation 
dissidence is derived, the security mode is set in step 
Sll and the access by the ordinary command is 
inhibited. In the processes of Fig. 13, in the case 
where the user does not input a character train of the 
password but executes only the executing operation of 
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the password input, the vacant character train of the 
password inputted by the user is recognized and the 
comparison collation using the default input password 
in place of the user input password is executed. 
Substantially, the user can establish the accessible 
state of the hard disk drive 44 without needing the 
character train of the password. 

[Storing apparatus of the removable medium] 
Figs. 14A and 14B are circuit block diagrams of a 
magnetooptic disk drive as a storing apparatus using a 
removable medium to which the invention is applied. 
The embodiment can be obviously applied as it is to a 
changeable storing apparatus such as removable magnetic 
disk, phase change type optical disk, or the like. The 
optical disk drive is constructed by a control board 
110 and an enclosure 111. The control board 110 
comprises: an MCU 112 to perform a whole control of the 
magnetooptic disk drive; an RAM 106 serving as a work 
memory; a flash ROM 108 serving as a non-volatile 
memory; an interface 117 for transmitting and receiving 
commands and data to/from an upper apparatus; a 
magnetooptic disk controller (ODC) 114 to perform 
processes which are necessary to write and read data 
to/ from the optical disk medium; a DSP 116; and a 
buffer memory 118. A formatter 114-1 and an ECC 
processing unit 114-2 are provided for the magnetooptic 
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disk controller 114. At the time of the write access, 
the formatter 114-1 divides NRZ write data on a sector 
unit basis of the medium and forms a recording format. 
The ECC processing unit 114-2 forms and adds an ECC 
5 code on a sector write data unit basis and, further, 

forms and adds a CRC code as necessary. Moreover, the 
sector data after completion of the ECC encoding is 
converted into, for example, a 1-7 RLL code. At the 
time of the read access, the demodulated sector read 

10 data is inversely converted from the 1-7 RLL code and 
is subjected to a CRC check by the ECC processing unit 
114-2. After that, error detection and correction are 
performed. In addition, the NRZ data of the sector 
unit is coupled by the formatter 114-1, thereby forming 

15 a stream of the NRZ read data and transferring it to 
the upper apparatus. A write LSI circuit 120 is 
provided for the optical disk controller 114. A write 
modulating unit 121 and a laser diode control unit 122 
are provided for the write LSI circuit 120. A control 

20 output of the laser diode control unit 122 is supplied 
to a laser diode unit 130 provided on the enclosure 111 
side. The laser diode unit 130 integratedly has a 
laser diode 130-1 and a detector 130-2 for monitoring. 
The write modulating unit 121 converts the write data 

25 into a data format of the PPM recording or PWM 

recording. A magnetooptic storage medium is used as a 
removable medium to perform the recording and 
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reproduction by using the laser diode unit 130. A 
recording format of the medium is the zone CAV. 
Further , as a recording system of the medium, the pit 
position recording (PPM) recording to record data in 
correspondence to the presence or absence of a mark on 
the medium or a pulse width recording ( PWM recording) 
to make the edges of the mark, namely, a leading edge 
and a trailing edge correspond to the data is used. 
When an MO cartridge medium is loaded into the optical 
disk drive, an ID portion of the medium is first read, 
the kind of medium is recognized by the MCU 112 from a 
pit interval, and a recognized result of the kind is 
notified to the write LSI circuit 120. The sector 
write data from the optical disk drive 114 is converted 
into PWM recording data by the write modulating unit 
121. The PWM recording data converted by the write 
modulating unit 121 is supplied to the laser diode 
control unit 122 and is written to the medium by the 
light emission driving of the laser diode 130-1. A 
read LSI circuit 124 is provided as a reading system 
for the optical disk drive 114. A read demodulating 
unit 125 and a frequency synthesizer 126 are built in 
the read LSI circuit 124. A photosensing signal of the 
medium return light of the laser beam from a detector 
132 for ID/MO is inputted as an ID signal and an MO 
signal to the read LSI circuit 124 through a head 
amplifier 134. Circuit functions of an AGC circuit, a 
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filter, a sector mark detecting circuit, and the like 
are provided for the read demodulating unit 125 of the 
read LSI circuit 124. A read clock and read data are 
formed from the inputted ID signal and MO signal. The 
PWM recording data is demodulated to the original NRZ 
data. Since the zone CAV is used as a control system 
of a spindle motor 140, a setting control of a 
frequency dividing ratio to generate a clock frequency 
corresponding to the zone is performed from the MCU 112 
to the frequency synthesizer 126 having the read LSI 
circuit 124 therein. The frequency synthesizer 126 is 
a PLL circuit having a programmable frequency divider 
and generates a reference clock having a predetermined 
peculiar frequency as a read clock in accordance with 
the zone position of the medium. The read data 
demodulated by the read LSI 124 is supplied to the 
magnetooptic disk controller 114. After completion of 
the inverse conversion of the 1-7 RLL code, the read 
data is subjected to the CRC check and the ECC process 
by an encoding function of the ECC processing unit 114- 
2. The NRZ sector data is reconstructed and coupled to 
the stream of the NRZ read data by the formatter 114-1. 
After that, the resultant data is transferred to the 
upper apparatus by the upper interface 117 via a buffer 
memory 118. 

A detection signal of a temperature sensor 136 
provided on the enclosure 111 side is supplied to the 
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MCU 112 via the DSP 116. On the basis of an 
environmental temperature in the apparatus, each of the 
light emitting powers for reading, writing, and erasing 
in the laser diode control unit 122 is controlled to 
the optimum value. The MCU 112 controls the spindle 
motor 140 by a driver 138 through the DSP 116, thereby 
allowing the disk to rotate at a constant velocity of, 
for example, 6000 r.p.m. The MCU 112 supplies a 
current from the DSP 116 to an electromagnet provided 
on the enclosure 111 side through a driver 142, thereby 
applying a recording magnetic field to the medium. The 
DSP 116 has a servo function to position the beam from 
the laser diode unit 130 for the medium and executes a 
seek control for seeking the optical head to a target 
track so as to obtain an on-track state. The seek 
control can be simultaneously executed in parallel with 
the write access or read access in response to an upper 
command by the MCU 112. To realize the servo function 
of the DSP 116, a detector 145 for FES to receive the 
beam return light from the medium is provided for the 
optical unit on the enclosure 111 side. An FES 
detecting circuit ( focusing error signal detecting 
circuit) 146 forms a focusing error signal El from a 
photosensing output of the detector 145 for FES and 
supplies it to the DSP 116. A detector 147 for TES to 
receive the beam return light from the medium is 
provided for the optical unit on the enclosure 111 
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side. A TES detecting circuit (tracking error signal 
detecting circuit) 148 forms a tracking error signal E2 
from a photosensing output of the detector 147 for TES 
and supplies it to the DSP 116. The tracking error 
signal E2 is inputted to a TZC detecting circuit (track 
zero-cross point detecting circuit) 150, by which a 
track zero-cross pulse E3 is formed and inputted to the 
DSP 116. A lens position sensor 154 to detect the lens 
position of an objective lens for irradiating the laser 
beam to the medium is provided on the enclosure 111 
side. A lens position detection signal ( LPOS ) E4 is 
inputted to the DSP 116. Further, to control the 
position of the beam spot on the medium, the DSP 116 
controls a focusing actuator 160, a lens actuator 164, 
and a VCM 168 through drivers 158, 162, and 166, 
respectively . 

An outline of the enclosure 111 in the optical 
disk drive is as shown in Fig. 15. The spindle motor 
140 is provided in a housing 167. A loading such that 
by inserting an MO cartridge 170 from an inlet door 169 
side to a hub of a rotary shaft of the spindle motor 
140, an internal MO medium 172 is attached to a hub of 
the rotary shaft of the spindle motor 140 is performed. 
A carriage 176 which is movable in the direction which 
traverses the medium tracks by the VCM 168 is provided 
under the MO medium 172 of the loaded MO cartridge 170. 
An objective lens 180 is mounted on the carriage 176. 
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A beam from a laser diode provided for a fixed optical 
system 178 is inputted to the objective lens 180 
through a prism 181, thereby forming a beam spot onto 
the medium surface of the MO medium 172. The objective 
5 lens 180 is moved in the optical axial direction by the 
focusing actuator 160 provided in the enclosure 111 in 
Figs. 14A and 14B and can be moved in a range of, for 
example, tens of tracks in the radial direction which 
traverses the medium tracks by the lens actuator 164. 

10 It is also possible to construct such that the lens 

actuator 164 is not provided but the tracking control 
is performed by only the movement of the carriage 176 
by the VCM 168. 

Fig. 16 shows an embodiment of the access 

15 protection by using the default input password of the 
invention for the optical disk drive in Figs. 14A and 
14B as a target. The embodiment is characterized in 
that the default input password, write/read password, 
and read only password are preserved in the storage 

20 medium in accordance with the preserving mode 1 in Fig. 

6. In Fig. 17, a password storing area 182 is provided 
in an area which cannot be read out by the ordinary 
command of the MO medium 172. The default input 
password 60, write/read password 62, and read only 

25 password 64 are stored in the password storing area 
182. A user input password storing area 202 is 
provided in the work memory 106. The user input 
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password 66 is stored in the user input password 
storing area 202. When the MO cartridge 170 is 
inserted into an optical disk drive 90, the default 
input password 60, write/read password 62, and read 
only password 64 are read out and stored into a 
password storing area 200 in the work memory 106 as 
shown in the diagram and are subjected to an access 
protecting process by a command processing unit 92, a 
password verifying unit 94, and an access executing 
unit 96. For the access protection using the default 
input password, the command processing unit 92, 
password verifying unit 94, and access executing unit 
96 are provided for the optical disk drive 90. The 
password verifying unit 94 has a password collating 
unit 100 and an accessing mode setting unit 102. A 
password rewriting unit 98 is provided for the command 
processing unit 92. Such a construction on the driving 
side is fundamentally the same as that in the 
embodiment of Fig. 2 for, for example, the hard disk 
drive as a target. However, further, in the optical 
disk drive 90 using the MO cartridge 170 having the MO 
medium 172 as a removable medium, a validity term 
managing unit 104 is newly provided for the password 
verifying unit 94. The validity term managing unit 104 
manages a term when the default input password 60 is 
validly used. If a validity term which has been preset 
in the MO medium 172 or optical disk drive 90 expired, 
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the default input password 60 is forcedly rewritten to 
a different value. Consequently, in the validity term, 
even if the default input password 60 is the same as 
the write/read password 62, if the validity term 
5 expired, the default input password is changed to a 
value different from the write/read password 62, 
namely, a value corresponding to the EX-OR with a 
hexadecimal value "3F231200", so that the access of the 
optical disk drive 90 in which the password is not 

10 inputted is inhibited. On the contrary, when a 

predetermined period of time elapses, the default input 
password 60 is loaded so as to be rewritten in 
accordance with a certain rule. A value such that when 
the default input password is rewritten by this rule, 

15 it is equalized to, for example, the write/read 

password 62 serving as an access protection password is 
set as a rewrite value. With this method, the 
apparatus can be used by a method such that when the 
predetermined period of time elapses, the access can be 

20 performed without inputting any password. 

Fig. 17 shows a processing operation of the access 
protection which does not need a password input of the 
user in the optical disk drive 90 in Fig. 16. The MO 
disk 172 has already been initialized at a time point 

25 when the apparatus is shipped out from the manufacturer 
of the medium. A hexadecimal value "CF23CF23h" as an 
initial value when the MO cartridge 170 is initialized 
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has been stored in the default input password 60, 
write/read password 62, and read only password 64. 
Therefore, when the use of the optical disk drive is 
started in the preserving state of the initialized 
5 passwords, the default input password 60 is first read 
out and written into the user input password storing 
area 202 as a user input password 66 by a writing 
process 184. Subsequently, a collation comparing 
process 186 of the user input password 66 in which the 

10 default input password 60 has been written and the 

write/read password 62 is executed. When a collation 
coincidence is obtained, an access permission 188, 
namely, the writing/reading mode is set. Therefore, 
even in the optical disk drive 90 in Fig. 16, the user 

15 can establish an access permitting state of the MO 
cartridge 170 without needing the password input. 

Fig. 18 shows a case where the password is 
rewritten in the state of the writing/reading mode in 
which the access permission based on the default input 

20 password has been established as shown in Fig. 17. In 
the password rewriting, the initial value "CF23CF23h" 
of the default input password 60 in Fig. 17 is 
rewritten to another value " AB89AB89h" by a rewriting 
process 192 based on a password rewriting command 190. 

25 If the default input password 60 is rewritten to 

another value as mentioned above, when the use of the 
optical disk drive 90 is started, unless the user 
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inputs a password, the user input password 66 is first 
rewritten to a value " AB89AB89h" of the default input 
password 60 after the change by a writing process 194. 
Subsequently, a collation comparing process 196 between 
5 this value and the value "CF23CF23h" of the write/read 
password 62 is executed. In this case, since a 
collation dissidence is obtained, an access inhibition 
198, namely, the security mode is set. 

The rewriting of the default input password 60 as 

10 shown in Fig. 19 is effective in the following case. 
First, the authorized inherent user Mr. A of the 
optical disk drive 90 requests a secretary Mr. B to 
perform a process in a state where the default input 
password 60 and write/read password 62 are set to the 

15 same initial value "CF23CF23h" as shown in Fig. 17. 
Mr. B who received the request turns on the power 
source, so that the reading/writing mode by the access 
permission based on the default input password 60 is 
established even if he does not know the password. He 

20 can execute the process using the optical disk drive 

90. The inherent user Mr. A preliminarily requests Mr. 
B, whom Mr. A requested the work, to input a password 
rewriting command (Change Default Psw "AB89AB89") if he 
finished the work. Mr. B who received the request 

25 inputs the command instructed from Mr. A if the work 
was finished. When the command is inputted, the 
default input password 60 is rewritten to " AB89AB89h" 
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as shown in Fig. 18. Therefore, Mr. B who received the 
request from the inherent user Mr. A and performed the 
work finishes the work, rewrites the default input 
password 60, and executes an ejecting operation of the 
5 MO cartridge 170. Thus, in response to an instruction 
in association with the ejecting operation, the default 
input password 60, write/read password 62, and read 
only password 64 developed in the work memory 106 are 
written back to the password storing area 182 of the MO 

10 cartridge 170. After that, the M0 cartridge 170 is 
ejected. Therefore, after the M0 cartridge 170 was 
ejected, even if the MO cartridge 170 is again inserted 
into the optical disk drive 90, the default input 
password 60 which is read out and stored into the work 

15 memory 106 at this time is changed to a value different 
from the write/read password 62 as shown in Fig. 18. 
Unless the value of the write/read password 60 is 
inputted as a password, the access to the M0 cartridge 
170 can be perfectly inhibited. That is, the inherent 

20 user Mr. A instructs Mr. B to input a default input 

password rewriting command after the end of the work, 
thereby constructing in a manner such that after Mr. B 
finished the work, even if Mr. B as well as the third 
person turns on the power source in order to use the 

25 optical disk drive 90 of Mr. A, unless he inputs the 
password "CF23CF23h" which is known for only the 
inherent user Mr. A, the optical disk drive 90 enters 
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the security mode and the access can be completely 
inhibited . 

Fig. 19 shows an embodiment of the optical disk 
drive 90 corresponding to the preserving mode 1 in Fig. 
5 6. This embodiment is characterized in that the 

default input password, write/read password, and read 
only password are preserved on the drive main body 
side. The password storing area 200 is provided in the 
non-volatile memory 108 of the optical disk drive 90. 

10 The default input password 60, write/read password 62, 
and read only password 64 are stored in the password 
storing area 200. The user input password storing area 
202 is provided in the work memory 106. The user input 
password 66 is stored in the user input password 

15 storing area 202. For the purpose of the access 
protection using the default input password, the 
command processing unit 92, password verifying unit 94, 
and access executing unit 96 are provided for the 
optical disk drive 90. The password verifying unit 94 

20 has the password collating unit 100 and accessing mode 
setting unit 102. The password rewriting unit 98 is 
provided for the command processing unit 92. Further, 
the validity term managing unit 104 is newly provided 
for the password verifying unit 94. 

25 Fig. 20 shows an embodiment of the optical disk 

drive 90 corresponding to the preserving mode 3 in Fig. 
6. This embodiment is characterized in that the 
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default input password 60 is preserved in the password 
storing area 200 in the non-volatile memory 108 of the 
optical disk drive 90 and the write/read password 62 
and read only password 64 are preserved in the password 
storing area 182 of the MO cartridge 170 as a removable 
medium. Therefore, when the MO cartridge 170 is 
inserted into the optical disk drive 90, the password 
verifying unit 94 first reads out the write/read 
password 62 and read only password 64 from the password 
storing area 182 of the MO cartridge 170 through the 
access executing unit 96 and develops them into the 
work memory 106. 

Fig. 21 shows an embodiment of the optical disk 
drive 90 to which the preserving mode 4 in Fig. 6 is 
applied. In the preserving mode 4, the write/read 
password 62 for access protection and the read only 
password 64 are preserved in the password storing area 
200 in the non-volatile memory 108 of the optical disk 
drive 90. The default input password 60 is preserved 
in the password storing area 182 of the MO cartridge 
170. Therefore, when the MO cartridge 170 is inserted 
into the optical disk drive 90, the password verifying 
unit 94 reads out the default input password 60 from 
the MO cartridge 170 through the access executing unit 
96 and develops it into a password storing area 204 in 
the work memory 106 as shown in the diagram. 

Fig. 22 is a flowchart for the access protecting 
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process in the case where the user does not input a 
password in the optical disk drive 90. A case of the 
preserving mode 2 in Fig. 6 will now be described as an 
example. When the MO cartridge 170 is inserted into 
5 the optical disk drive 90, in step SI, the default 

input password 60 is read out and written and set as a 
user input password 66 into the user input password 
area. In step S2, the user input password 66 and 
write/read password 62 are compared and collated. When 

10 the collation coincidence is obtained in step S3, the 
writing/reading mode is set in step S6. When the 
collation dissidence is obtained, the user input 
password 66 and read only password 64 are compared and 
collated in step S4. When the collation coincidence is 

15 obtained in step S5, the read only mode is set in step 
S7. When the collation dissidence is obtained, the 
security mode is set in step S8 and the access which is 
not accompanied with the password is perfectly 
inhibited. When the writing/reading mode or reading 

20 mode is set in step S6 or S7, a term managing process 
by the validity term managing unit 104 provided in the 
password verifying unit 94 is executed in step S9 . 

Fig. 23 is a flowchart for an embodiment of the 
term managing process in step S9 in Fig. 22. In the 

25 term managing process, first in step SI, the presence 
or absence of the initialization of the default input 
password or the change by the command is discriminated. 
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When there is the initialization or change , the counter 
DPC is set to DPC = 0 in step S2 . In step S3, a count 
value of the counter DPC is increased by "1". If there 
is not the initialization or change of the default 
5 input password, step S2 is skipped and the count value 
of the counter DPC is increased by "1" in step S3. 
In step S4, a check is made to see whether the count 
value of the counter DPC is equal to or larger than a 
specified value NXX which gives a predetermined 

10 validity term or not. When the value of the counter 
DPC is less than the specified value NXX, step S5 is 
skipped. However, when the value of the counter DPC is 
equal to or larger than the specified value NXX, step 
S5 follows and a random number train RX is generated in 

15 the optical disk drive 90. The exclusive OR between 
the value PD of the default input password and the 
random number train RX is obtained and is set to a 
value of the new default input password. That is, in 
the embodiment, the number of using times of the 

20 optical disk drive 90 is counted by the counter DPC. 

When the number of using times reaches the specified 
value NXX, the default input password is forcedly 
changed to a value which cannot be known by the user by 
using the random number train, thereby inhibiting the 

25 access permission in which the password is not inputted 
after the validity term. 

Fig. 24 is a flowchart for another embodiment of 
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the term managing process of the default input password 
in step S9 in Fig. 22. In the term managing process, 
in step SI, the presence or absence of the 
initialization or change of the default input password 
5 is discriminated. If there is the initialization or 
change, the time of a predetermined validity term is 
set into the counter DPC in step S2. In step S3, a 
check is made to see if the present time is a time 
after the validity term set in the counter DPC. When 

10 the present time is the time after the time of the 

validity term of the counter DPC, step S4 follows. In 
a manner similar to the case of Fig. 23, the random 
number train RX is generated in the optical disk drive 
90 and is replaced by the exclusive OR between the 

15 random number train RX and the value PD of the default 
input password in this instance. The value of the 
default input password is forcedly changed to a 
different value and the access of the optical disk 
drive 90 irrespective of the password input after the 

20 validity term is perfectly inhibited. It is possible 
to set a using method such that when the present time 
is the time after the validity term of the counter DPC 
and the processing routine advances to step S5, the 
default input password 60 is changed to an access 

25 protection password, for example, the value which is 

equal to the write/read password 62, thereby making it 
possible to access even if the password is not inputted 
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after the elapse of a predetermined period of time. In 
the optical disk drive 90, the process in the case 
where the user does not input the password in the 
flowchart of Fig. 22 has been shown as an example. 
However, the processes in the case where the user 
inputs the password are the same as those in the 
flowchart of Fig. 12 in the hard disk drive. The 
processes in the flowchart of Fig. 13 of the hard disk 
drive in which the user is allowed to certainly execute 
the password inputting operation can be also applied as 
they are to the optical disk drive 90. 

As mentioned above, according to the invention, 
the default input password is stored on the apparatus 
side where it is protected by using the password, for 
example, on the storing apparatus side, and when there 
is no password input from the user, the default input 
password is regarded as a user input password and the 
verification of the password is performed. Therefore, 
by setting the default input password and the password 
for access protection to the same value, even if the 
user does not input any password, the access protection 
is cancelled and the access by the ordinary command can 
be performed. The password input by the user can be 
remarkably omitted. 

In the case where the access has already been 
permitted in the storing apparatus, by enabling the 
default input password to be rewritten by the user, the 



- 51 - 

user can selectively use the access protection which 
does not need the password input and the access 
protection which needs the password input as necessary. 
Further, the validity term of the default input 
5 password is managed and, when the present time exceeds 
the validity term, the default input password is 
forcedly changed to another value which cannot be known 
by the user. Thus, the accessible state of the storing 
apparatus in which the password input is omitted can be 

10 limitedly continued for only a predetermined period of 
time. A situation such that a defenseless state where 
the password input can be omitted continues for a long 
period of time can be prevented. 

Although the above embodiment has been described 

15 with respect to the case where, for instance, the hard 
disk drive and optical disk drive are used as storing 
apparatuses, the invention obviously also incorporates 
other storing apparatuses such as magnetic tape drive 
and floppy disk drive. The invention is not limited to 

20 the storing apparatus but can be also applied as it is 
to an apparatus or a general system for performing the 
access protection by the password. 

The invention incorporates other arbitrary 
modifications within a scope without losing the objects 

25 and advantages of the invention. Further, the 

invention is not limited by the numerical values shown 
in the embodiment. 
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WHAT IS CLAIMED IS: 

1 . A storing apparatus for protecting an access of 
information recorded on a medium by a password, 
comprising: 

5 a password preserving unit for preserving a 

default input password and a password for access 
protection; and 

a password verifying unit for controlling the 
access protection by substituting said default input 

10 password for a user input password and comparison 

collating with said password for access protection when 
there is no password input from the user and for 
controlling the access protection by comparison 
collating the user input password with said password 

15 for access protection when there is the password input 
from the user. 

2 . An apparatus according to claim 1 , wherein in the 
case where a same value has been preserved in said 

20 default input password and said password for access 
protection by said password preserving unit, even if 
there is no password input by the user, said password 
verifying unit permits an access by substituting said 
default input password for the user input password and 

25 collating with the password for access protection. 

3. An apparatus according to claim 1, wherein 
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said password preserving unit further has a user 
input password area to store the user input password, 
and 

said password verifying unit is constructed in a 
5 manner such that 

at the start of the use of the apparatus such as 
turn-on of a power source, command reset, error reset, 
further, medium insertion, or the like, said default 
input password is read out and written into said user 
10 input password area, an access permission or inhibition 
is subsequently established on the basis of a collation 
coincidence between the password in said user input 
password area and said password for access protection, 
after the access permission was established, each 
15 time there is a password input of the user, the user 

input password is written into said user input password 
area and, subsequently, the access permission or 
inhibition is established on the basis of a collation 
coincidence between the password in said user input 
20 password area and said password for access protection. 

4. An apparatus according to claim 1, wherein 

said password preserving unit further has a user 
input password area to store the user input password, 
25 and 

said password verifying unit is constructed in a 
manner such that 
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at: the start of the use of the apparatus such as 
turn-on of a power source, command reset, error reset, 
further, medium insertion, or the like, the apparatus 
waits for the password input by the user in a state 
5 where said default input password is read out and 
written into said user input password area, 

when there is the user password input, the user 
input password is overwritten into the default input 
password in said user input password area, and after 
10 that, the password in said user input password area and 
said password for access protection are collated and 
compared and the access protection is controlled, and 

when there is no user password input and/or in the 
case where the password is an empty character train 
15 even if there is the user password input, the collation 
comparison between the default input password in said 
user input password area and said password for access 
protection is executed and the access protection is 
controlled . 

20 

5. An apparatus according to claim 1, wherein said 
password preserving unit preserves said default input 
password and said password for access protection into a 
non-volatile memory of an apparatus main body. 

25 

6. An apparatus according to claim 1, wherein 
said password preserving unit preserves said 



default input password and said password for access 
protection into said medium, and 

said password verifying unit reads out said 
default input password and said password for access 
5 protection from said medium and stores into an 

apparatus main body at the start of the use of the 
apparatus and controls the access protection. 

7 . An apparatus according to claim 1 , wherein 
10 said password preserving unit preserves said 

default input password into a non-volatile memory of an 

apparatus main body and preserves said password for 

access protection into the medium, and 

said password verifying unit reads out said 
15 password for access protection from said medium and 

stores into the apparatus main body at the start of the 

use of the apparatus and controls the access 

protection. 

20 8. An apparatus according to claim 1, wherein 
said password verifying unit preserves said 
password for access protection into a non-volatile 
memory of an apparatus main body and preserves said 
default input password into the medium, and 

25 a password processing unit reads out said default 

input password from said medium and stores into the 
apparatus main body at the start of the use of the 



- 56 - 

apparatus and controls the access protection. 

9. An apparatus according to any one of claims 5 to 
7, wherein in said medium, a password preserving area 
to preserve said password is provided in a specific 
area which cannot be accessed by ordinary read command 
and write command. 

10. An apparatus according to claim 1, further 
comprising a password rewriting unit for rewriting said 
default input password or said password for access 
protection on the basis of a dedicated command from an 
upper apparatus . 

11. An apparatus according to any one of claims 5 to 
7, wherein said medium is a medium fixedly enclosed in 
the apparatus main body. 

12. An apparatus according to any one of claims 5 to 
7, wherein said medium is a removable medium which is 
detachable for the apparatus main body. 

13. An apparatus according to claim 1, wherein 
said password preserving unit preserves a 

plurality of kinds of passwords for access protection 
according to kinds of access protection, and 

said password verifying unit permits an access by 
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an ordinary command corresponding to the kind of said 
password for access protection in which a collation 
coincidence is obtained - 

5 14. An apparatus according to claim 13, wherein 

as said passwords for access protection, said 
password preserving unit preserves a write/read 
password to permit an access by a read command and a 
write command and a read only password to permit only 
10 an access by the read command, and 

said password verifying unit permits the access by 
the ordinary write command or read command when the 
collation coincidence of said write/read password is 
obtained and permits the access by only the ordinary 
15 read command when the collation coincidence of said 
read only password is obtained. 

15. An apparatus according to claim 1, further 
comprising a validity term setting unit for setting a 

20 validity term into said default input password. 

16. An apparatus according to claim 15, wherein said 
validity term setting unit counts the number of using 
times of the apparatus by a counter and, when a value 

25 of said counter reaches a predetermined value, said 
validity term setting unit forcedly changes said 
default input password to a value different from the 
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default password so far. 

17. An apparatus according to claim 15, wherein said 
validity term setting unit sets a time of a validity 

5 term and, when a present time in case of using the 
apparatus exceeds said validity term, said validity 
term setting unit forcedly changes said default input 
password to a value different from the default password 
so far. 

10 

18. A storing method of protecting information 
recorded on a medium from an access by a password, 
comprising : 

a password preserving step of preserving a default 
15 input password and a password for access protection; 
and 

a password verifying step of controlling the 
access protection by substituting said default input 
password for a user input password and comparison 

20 collating with said password for access protection when 
there is no password input from the user and for 
controlling the access protection by comparison 
collating said user input password with said password 
for access protection when there is the password input 

25 from the user. 

19. A method according to claim 18, wherein in the 
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case where a same value has been preserved in said 
default input password and said password for access 
protection, in said password verifying step, prior to 
the password input of the user, a value of said default 
5 input password is copied to the user input password and 
is collated with said password for access protection, 
thereby permitting or inhibiting an access. 

20. A method according to claim 18, wherein 

10 in said password preserving step, a plurality of 

kinds of passwords for access protection according to 
kinds of said access protection are preserved, and 

in said password verifying step, an access by an 
ordinary command corresponding to the kind of said 

15 password for access protection in which a collation 
coincidence is obtained is permitted. 

21. A method according to claim 18, further comprising 
a validity term setting step of setting a validity term 

20 into said default input password. 



- 60 - 

ABSTRACT OF THE DISCLOSURE 

A drive preserves a default input password. When 
there is no password input from the user, the default 
input password is regarded as a user input password and 
is compared and collated with a password for access 
protection, thereby controlling the access protection. 
In this instance, if the default input password and the 
password for access protection have the same value, a 
collation coincidence is obtained. The drive permits 
the access without needing a password input of the 
user. 
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20231 , on this d 




ASSOCIATE POWER OF ATTORNEY 
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As a below named inventor. I hereby declare that: 



My residence, post off ice address and citizenship are as slated 
below next to my name. 



I believe I am the original, first and sote inventor (if only one 
name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention entitled 



Storing apparatus and pas sword 
controi method 



{«MST sliced £ fir) 



□ 



■ the specification of which 
(check one) 
g) is attached hereto. 
□ was filed on 



Application Serial No. 
and was amended on 



I hereby state thai I have reviewed and understand the con- 
tents of the above identified specification, inckxfiog the claims. 
as~a"mended by any amendment" referred to above. 

I acknowledge the duty to disclose information which ts ma- 
terial to the examination of this application in accordance with 
Title 37. Code of Federal Regulations. § 1.56(a). 
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Japan 



(Number) 

(* *) 



(Country) 
(00 «} 



(Number) 
{# 



(Number) 
I* 3) 



(Country) 
(03 «) 



(Country) 
(09 «) 



I hereby daim foreign priority benefits under Title 35. Urvted 
States Code. §1 19 of any fore^n application's) for patent or 
inventor's certificate listed botow and have also identified 
below any foreign application (or patent or inventor's certifi- 
cate having a filing date before that o( the application on 
which priority is claimed: 



16/3/98 



Priority claimed 



(DayrMonth/Yea/ Filod) 



(DayrMorrth/Year Frfed) 



(Oay/Month.'Year Filed) 
(rfjH<752EHB 
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£Xi3j£A)K35San2o'&(::fc&-3<TlSa-&X 
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f31«wa»3nfcai««flljami!37g8«l«*S63fe («} J* 
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(Application Serial No.) 



(Application Serial No.) 
(&**#^) 



(Filmg Date) 

(&HB) 



(Filing Dale) 
(SUHB) 



I hereby daim the benefit under Title 35, United Slates Code. 
§120 of any United States appfication(s) listed below and! 
insofar as the subject matter of each of the claims of this 
application is not disclosed in the prior United States appfi. 
cation in the manner provided by the first paragraph of Titie 
35. United States Code. §112. I acknowledge the duty to 
disclose material information as defined in Title 37. Code of 
Federal Regulations. § 1.56(a) which occurred between the 
filing date of the prior application and the national or PCT 
international filing date of this application: 



C5i -3L) 



(Status) 
(patented. peod-ng. 
abandoned) 



(8 iX) 



(Status) 
(patented. ponding, 
abandoned) 



■?TfT-a&Wa* r K3ET*«tf8i;. $ ■=> (Z&*(C/tft<7> 
«a»f ttT-afc*!^. £*Bj£«3B188frl001S&i;j:U. 



I hereby declare that all statements made herein of my own 
knowledge are true and -that all statements made on infor- 
mation and belief are believed to be true: and further that 
these statements were made with the knowledge that willful 
lalse statements and the like so made are punishable by fine 
or imprisonment, or both, under Section 1001 of Title 18 of 
the United States Code and that such willful false statements 
may jeopardize the validity of the application or any patent 
issued thereon. 
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SfrtI:: till. Tl£^*tLT. UTOKilAiZZ 

(fti* ASS* .£ I/St!*** £ f$I2<D Z t ) 

Attorney 

Patrick G. Burns 
Roger D. Greer 
Lawrence J. Crain 
Christopher J. Reckamp 
Steven P. Fallon 



POWER OF ATTORNEY: As a rvimod inventor. I her^ 
appoint the tottov^g attorneys) and/or aoent(s) to'prosecLrte 
ttvs appfication and transact aU business in the Patent and 
Traoernartc Office connected Cwewrth. (to na/ne &tk1 nw- 
istratkxi numbof) 

Reg-. No. 

29,367 
26,174 
31 ,497 
34,414 
35,132 
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Patrick G. Burns 
GREER, BURNS & CRAIN, LTD. 
Suite 8660 - Sears Tower 
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Chicago, Illinois 60606 



Direct Telephone Cafe to: (name and tobphoo* numb*) 

Patrick G. Burns 
(312) 993-0080 





RjSname o< so>e or first inventor 

Kenichi Utsumi 




Btf 


Wrtor-s^t^e ; 

^Mn^ f^X^pfrp^ / 16/9 /9« 


urn 


Kawasaki, Japan 


tsn 


Japan 




Po^o««Ad*«s c/o FUJITSU LIMITED 

1-1, Karaikodanaka 4-chome. Nakahara-ku. 




Kawasaki-shi.Kanagawa 211-8588, Japan 




FuB ri»mc of s«cond f>ot inventor, it »ny 

Yoshiaki Uchida" 
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ttrVi 
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Kawasaki, Japan 


am 


Crtaonstvp 
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KftOSJS: 


po^orrc^ c/? Fujnsu LIMITED , 
1-1 . Karaikodanaka 4-chome, Nakariara-ku, 




[awasaki-shi.Kanagawa 211-8588, Japan 
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H ifUXfJUj k rd/MA/d/, 1 ft /q 


few 
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